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Abstract
The use of private data is ubiquitous. On one hand, people submit their private data
to obtain services. On the other hand, organizations need private data to carry out
their business. Characterized by convenience, efficiency and cost-saving, information
systems are useful for private data management. As a result, vast amounts of private
data are collected and processed electronically. However, inadequate protection may
end up with the abuse of private data. Privacy concerns affect people’s attitude towards
providing their private data, which restricts the success of organizations’ business.
The importance of privacy control is well recognized today. Privacy control should be
regarded as an imperative design criterion for information systems [40].
The common ground between privacy and security allows us to develop privacy pro-
tection techniques based on existing security protection techniques. In the past decade,
a few studies have been conducted in this area. Nevertheless, they give individuals lim-
ited control over their private data. In particular, after an individual submits his/her
private data to an organization, he/she almost loses control over it. This thesis consid-
ers this lack of control as a potential problem in information systems. Based on existing
security protection techniques, three privacy protection approaches are proposed: an
access control based approach, a hierarchical encryption based approach and a digital
ticket based approach. These approaches are highlighted for their consideration for
information donors’ privacy preferences.
v
Acknowledgements
First, I would like to thank my supervisors Professor Jennifer Seberry, Dr. Janusz R.
Getta, and Dr. Ping Yu without whom this work would not have been possible.
I also would like to thank Dr. Tianbing Xia, Associate Professor Yi Mu, Ken
Finlayson for their kind help on me for the development of my thesis.
My thanks also go to all members of this Crypto group, all staff in the department
of computer science, for the help they rendered me.
Finally I am grateful to the support from my family and friends.
vi
Publications From This Thesis
1. Yibing Kong, Ping Yu, Janusz R. Getta, and Jennifer Seberry, Role-based Privacy
Control for Health Information Systems, In Handbook of Abstracts of the 11th
Annual Health Informatics Conference, pages 187-188, Darling Harbour, Sydney,
Australia, 2003. Health Informatics Society of Australia Ltd (HISA) and Royal
Australian College of General Practitioners (RACGP).
2. Yibing Kong, Janusz R. Getta, Ping Yu, and Jennifer Seberry, Privacy Control
for Personal Information Databases, In Proceedings of the 7th National Computer
Science and Engineering Conference, pages 97-102, Chonburi, Thailand, 2003.
3. Yibing Kong, Janusz R. Getta, Ping Yu, and Jennifer Seberry, A Generalized
Policy Support System and Its Hierarchy Semantics, In Proceedings of the 2nd In-
ternational Workshop on Security in Information Systems, pages 136-145, Porto,
Portugal, 2004. INSTICC Press.
4. Yibing Kong, Jennifer Seberry, Janusz R. Getta, and Ping Yu, Using Hierarchical
Encryption to Protect Database Privacy, In Proceedings of the 15th Australasian
Workshop on Combinatorial Algorithms, pages 260-269, Ballina, Australia, 2004.
5. Yibing Kong, Jennifer Seberry, Janusz R. Getta, and Ping Yu, Using Digital
Tickets to Protect Personal Privacy, In Proceedings of the 1st International Con-
ference on Global e-Security, pages 71-78, London, UK, 2005. ICGeS Press.
vii
6. Yibing Kong, Jennifer Seberry, Janusz R. Getta, and Ping Yu, A Cryptographic
Solution for General Access Control, In Proceedings of the 8th Information Se-
curity Conference, Number 3650 in Lecture Notes of Computer Science (LNCS),
pages 461-473, Singapore, 2005. Springer-Verlag, Berlin.
viii
Contents
Abstract v
Acknowledgements vi
Publications From This Thesis vii
1 Introduction 1
1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.3 Proposed Solution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.4 Thesis Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
2 Literature Review 7
2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
2.2 Access Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
2.2.1 Discretionary Access Control . . . . . . . . . . . . . . . . . . . . 8
2.2.2 Mandatory Access Control . . . . . . . . . . . . . . . . . . . . . 8
2.2.3 Role-Based Access Control . . . . . . . . . . . . . . . . . . . . . 9
2.2.4 Generalized Role-Based Access Control (GRBAC) . . . . . . . . 10
2.2.4.1 GRBAC Policy Rule . . . . . . . . . . . . . . . . . . . 11
2.2.4.2 GRBAC Hierarchy Semantics . . . . . . . . . . . . . . 11
2.2.5 Enterprise Privacy Practices (E-P3P) . . . . . . . . . . . . . . . 13
2.2.5.1 E-P3P Elements . . . . . . . . . . . . . . . . . . . . . 13
2.2.5.2 E-P3P Hierarchy Semantics . . . . . . . . . . . . . . . 14
ix
2.2.6 Access Control based Privacy Control Techniques . . . . . . . . 15
2.2.7 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
2.3 Hierarchical Encryption . . . . . . . . . . . . . . . . . . . . . . . . . . 17
2.3.1 RRN System . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
2.3.2 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
2.4 Digital Tickets . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
2.4.1 Kerberos . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
2.4.2 XML Digital Ticket . . . . . . . . . . . . . . . . . . . . . . . . . 20
2.4.3 LO System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
2.4.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
2.5 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
3 Access Control based Approach 26
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
3.2 A Generalized Policy Support System (GPSS) . . . . . . . . . . . . . . 27
3.2.1 Hierarchy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
3.2.2 A Generalized Policy Support System . . . . . . . . . . . . . . . 30
3.2.3 GPSS Hierarchy Semantics . . . . . . . . . . . . . . . . . . . . . 33
3.2.4 Access Request Evaluation . . . . . . . . . . . . . . . . . . . . . 34
3.2.4.1 Matching Rules . . . . . . . . . . . . . . . . . . . . . . 34
3.2.4.2 Validating α against Hierarchy . . . . . . . . . . . . . 35
3.2.4.3 Result of Access Request Evaluation . . . . . . . . . . 39
3.2.4.4 Scenarios of Using GPSS Hierarchy Semantics . . . . . 39
3.2.5 Comparison with Other PSSs . . . . . . . . . . . . . . . . . . . 42
3.2.5.1 Hierarchy Semantics Limitations . . . . . . . . . . . . 42
3.2.5.2 GPSS’s Generality . . . . . . . . . . . . . . . . . . . . 44
3.2.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
3.3 A GPSS based Privacy Protection System . . . . . . . . . . . . . . . . 46
3.3.1 Privacy Protection System as Integration of Security Systems . 46
3.3.1.1 Privacy and Security . . . . . . . . . . . . . . . . . . . 46
3.3.1.2 A Privacy Control Model . . . . . . . . . . . . . . . . 47
x
3.3.2 GPSS based Privacy Protection System . . . . . . . . . . . . . . 50
3.3.2.1 GPSS, A Suitable Security Model to Use . . . . . . . . 50
3.3.2.2 An Instance of GPSS . . . . . . . . . . . . . . . . . . . 51
3.3.2.3 A Privacy Protection System Equipped with IGPSS . 53
3.3.2.4 An Example . . . . . . . . . . . . . . . . . . . . . . . 54
3.3.2.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . 62
3.4 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63
4 Hierarchical Encryption based Approach 65
4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65
4.2 A Cryptographic Solution for General Access Control . . . . . . . . . . 66
4.2.1 Backgrounds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
4.2.1.1 Chinese Remainder Theorem . . . . . . . . . . . . . . 67
4.2.1.2 RSA Algorithm . . . . . . . . . . . . . . . . . . . . . . 68
4.2.2 A Data Based Solution . . . . . . . . . . . . . . . . . . . . . . . 69
4.2.2.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . 69
4.2.2.2 System Elements . . . . . . . . . . . . . . . . . . . . . 70
4.2.2.3 Cryptographic Access Control . . . . . . . . . . . . . . 70
4.2.2.4 Authorization Alterations . . . . . . . . . . . . . . . . 71
4.2.3 A Key Based Solution . . . . . . . . . . . . . . . . . . . . . . . 72
4.2.4 Comparison with the RRN System . . . . . . . . . . . . . . . . 74
4.2.4.1 RRN System . . . . . . . . . . . . . . . . . . . . . . . 75
4.2.4.2 Our Solution’s Generality . . . . . . . . . . . . . . . . 77
4.2.4.3 Performance and Security Analysis . . . . . . . . . . . 78
4.2.4.4 Experimental Results . . . . . . . . . . . . . . . . . . 79
4.2.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80
4.3 A Privacy Protection System Based On Hierarchical Encryption . . . . 81
4.3.1 System Elements . . . . . . . . . . . . . . . . . . . . . . . . . . 81
4.3.2 A Customized Hierarchical Encryption Scheme . . . . . . . . . . 82
4.3.3 System Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83
4.3.4 Encryption Following Hierarchical Structure . . . . . . . . . . . 84
xi
4.3.5 Encryption Following Information Donors’ Preferences . . . . . 87
4.3.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89
4.4 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89
5 Digital Tickets based Approach 91
5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91
5.2 The Advantages of Using Digital Ticket for Privacy Control . . . . . . 92
5.3 A Digital Ticket Privacy Control System . . . . . . . . . . . . . . . . . 94
5.3.1 Participants . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94
5.3.2 The Structure of the System . . . . . . . . . . . . . . . . . . . . 94
5.3.3 An Encryption Scheme . . . . . . . . . . . . . . . . . . . . . . . 96
5.3.4 Digital Ticket Structure . . . . . . . . . . . . . . . . . . . . . . 97
5.3.5 The Protocols of Digital Ticket Circulation . . . . . . . . . . . . 98
5.4 Security Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100
5.4.1 Security of Our System . . . . . . . . . . . . . . . . . . . . . . . 101
5.4.2 Security of Ticket Circulation Protocols . . . . . . . . . . . . . . 102
5.5 Comparison with the LO System . . . . . . . . . . . . . . . . . . . . . 102
5.6 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103
6 Conclusion 104
A The Java Source Code for Hierarchical Encryption Experiments 108
A.1 GenerateTestFiles.java . . . . . . . . . . . . . . . . . . . . . . . . . . . 109
A.2 GenerateRSAKeys.java . . . . . . . . . . . . . . . . . . . . . . . . . . . 110
A.3 RRNEncrypt.java . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115
A.4 RRNDecrypt.java . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120
A.5 DataBasedSolutionEncrypt.java . . . . . . . . . . . . . . . . . . . . . . 125
A.6 DataBasedSolutionDecrypt.java . . . . . . . . . . . . . . . . . . . . . . 130
A.7 DataBasedSolutionAdd.java . . . . . . . . . . . . . . . . . . . . . . . . 136
A.8 DataBasedSolutionRemove.java . . . . . . . . . . . . . . . . . . . . . . 141
A.9 KeyBasedSolutionEncrypt.java . . . . . . . . . . . . . . . . . . . . . . . 145
A.10 KeyBasedSolutionDecrypt.java . . . . . . . . . . . . . . . . . . . . . . . 149
xii
A.11 KeyBasedSolutionAdd.java . . . . . . . . . . . . . . . . . . . . . . . . . 155
A.12 KeyBasedSolutionRemove.java . . . . . . . . . . . . . . . . . . . . . . . 161
Bibliography 165
xiii
List of Tables
2.1 XML digital ticket properties and contrast to digital cash . . . . . . . . 22
3.1 Comparison between non-private information system and private
information system . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
4.1 Performance comparison between RRN and DBS . . . . . . . . . . . . 78
4.2 Experimental results . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79
xiv
List of Figures
2.1 An example of object role hierarchy . . . . . . . . . . . . . . . . . . . . 12
2.2 A general digital ticket model . . . . . . . . . . . . . . . . . . . . . . . 21
3.1 An example of subject hierarchy . . . . . . . . . . . . . . . . . . . . . . 29
3.2 An example of strict permission inheritance for object hierarchy TH1 . 40
3.3 An example of strict permission inheritance for object hierarchy TH2 . 40
3.4 An example of lenient permission inheritance for subject hierarchy GH 41
3.5 Hierarchy semantics limitation 1 . . . . . . . . . . . . . . . . . . . . . . 42
3.6 Hierarchy semantics limitation 2 . . . . . . . . . . . . . . . . . . . . . . 43
3.7 Hierarchy semantics limitation 3 . . . . . . . . . . . . . . . . . . . . . . 44
3.8 A privacy control model . . . . . . . . . . . . . . . . . . . . . . . . . . 48
3.9 Subject hierarchy GH . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
3.10 Object hierarchy TH . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
3.11 Purpose hierarchy PH . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
3.12 Condition hierarchy CH . . . . . . . . . . . . . . . . . . . . . . . . . . 57
3.13 Obligation hierarchy OH . . . . . . . . . . . . . . . . . . . . . . . . . . 58
4.1 Three simultaneous congruences sets (SCSs) . . . . . . . . . . . . . . . 71
4.2 An example of subject hierarchy GH = (G,≤G) . . . . . . . . . . . . . 86
5.1 The digital ticket privacy control system . . . . . . . . . . . . . . . . . 95
5.2 Issue protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98
5.3 Cancellation protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99
5.4 Transfer protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99
5.5 Consumption protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . 100
xv
5.6 Obligation protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100
xvi
